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Substandard and falsified medicines (SFMs) pose a great risk to public health worldwide in low and middle-income
countries. Vulnerable groups like children are disproportionately exposed. The dangerous medicines vary from
useless to poisonous treatment, increase resistant microorganisms, and enhance the disease burden. SFM has led
to numerous tragic events in developing countries, which is a major crime against humanity and depicts one of
the most intricate safety issues in healthcare systems. This narrative review presents data from available published
literature of varying scientific databases, regulatory requirements, and grey literature to compile in-depth information
and concentrate on implementing strategies and initiatives for the prevention of SFM among children. The article
emphasizes substandard and counterfeit antimalarial’s global effects, poor access to essential quality medicine
with probable effects of substandard antibiotics, and effects of substandard analgesics and antipyretic syrup. The
strategies include healthcare leadership consolidating the pharmaceutical supply chain with high-end technology,
cost-effective analysis, pharmaceutical education, training and awareness, global funds, and other policies. Different
organizations’ initiatives at the global level are the International Medical Products Anti-Counterfeiting Taskforce
of the World Health Organization and the United Nations International Children’s Emergency Fund, both of which
enhance coordination between governments, healthcare professionals, and regulatory authorities. But a multifaceted
approach involving greater regulatory and enforcement efforts as well as improved healthcare access, education, and
cooperation at the international level is needed to protect children.

INTRODUCTION

Globally, high-quality healthcare should be accessible
in a timely manner, which is equitable, safe, efficient, and patient-
centered [1]. During treatment, patients may experience delays in

recent definition by the World Health Organization (WHO),
substandard medicines are “authorized medical products that do
not meet either their quality standards or specification, or both,
falsified medicines are medical products that intentionally or
falsely misrepresent their identity, composition or source” [3]. In

effective treatment due to substandard drugs and inaccessibility addition, falsified medications are intentionally misbranded, may
to standard and necessary medication [2]. According to the most contain zero active ingredients, and tend to mislead the consumer
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in various ways (quality, ingredients, source, and so on) [4].
Patients’ use of substandard and falsified medicines
(SFM) and widespread availability in nations threaten to
advance the Sustainable Development Goals [5]. According to
WHO estimates, one in every 10 drugs in the global market

Manipal Academy of Higher Education, Manipal, India. are of inferior quality [6]. The issue of poor and fake medical
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items keeps growing as global manufacturing and distribution
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networks get more complex [5], and the prevalence has
continued to be 25%, as per the study [7]. One reason is that
low and middle-income countries (LMICs) worldwide cannot
afford to monitor the quality of production, importation, and
supply of medicines [8]. In addition to causing adverse effects
and developing drug resistance, fraudulent medications may
hinder the progress of clinical efficacy, which may have
financial consequences on patients and their families [9].
WHO categorizes children into different age groups,
and the Convention on the Rights of the Child defines a “child”
as an individual under 18 [10]. Every child has the right to a
healthy life and access to safe and effective medical care.
However, millions of children worldwide are denied these
rights and necessities due to their birthplace, ethnicity, family
origin, gender, and race [11]. As reported, drugs like antibiotics
and antimicrobials for children are vulnerable to SFM and
are primarily found in LMICs [12]. About 12.4% of pediatric
antibiotics tested in Asia and Africa were either falsified or
substandard. As per the WHO list, amoxicillin-clavulanic acid,
ampicillin, and ceftriaxone are the most affected categories
[12,13]. Several instances of analgesic samples had an issue
with active pharmaceutical ingredients (APIs) levels that were
both above and below the standard range. One such incident
occurred in Indonesia, where at least 195 children died after
consuming substandard cough and fever syrups containing a
higher limit of diethylene glycols (DEGs) and (mono) ethylene
glycol (EQG), resulting in a public health emergency [14]. In
August 2024, the WHO alert regarding the falsified DOW US

Pharmacopeial (USP)/EP propylene glycol was detected in
Pakistan in its five locally produced oral liquid medicines [15].
The issue of SFM has also extended to the treatment of cancer
associated with substandard asparaginase products [16].
Approximately 64 million people worldwide,
particularly children, are affected by counterfeit medical
supplies, vaccines, and in vitro diagnostic tests. Table 1 presents
key highlights from WHO alerts, identifying these products
as unsafe [15]. Global organizations have worked to gather
comprehensive data on the most vulnerable areas to provide
them with high-quality medications. In 2021, the United
Nations International Children’s Emergency Fund (UNICEF)
allocated US$99.1 million to supply quality medicines for
the most vulnerable children, primarily targeting infectious
diseases in LMICs [17]. Similarly, Tanzania’s Accredited
Drug Dispensing Outlets program is critical in improving the
quality of drugs through the regulation of the dispensing of
only those drugs approved by the local regulator [18]. This
program was effective and implemented in other nations such as
Bangladesh, Liberia, and Uganda, but under different labels [4].
Pan American Health Organization Strategic Fund also assists
the fight against SFM through the provision of optimal quality
drugs at affordable rates to the vulnerable regions of LMICs
[17]. The common SFM categories, with the antibiotics being
the top rated followed by pain and fever drugs, are depicted
in Figure 1. Drugs such as antimalarials, anti-diabetics, dietary
supplements, anti-allergy, cardiac, anti-cancer, and other drugs
were of poor quality products as per the study report [19].

Table 1. Global WHO reports on SFM for children over the past 5 years.

WHO alert no Region identified Category API Issues
Ne1/2020 Chad, Cameroon, Nigeria Falsified antimalarials Quinine sulphate Under dose of expected API
[15]
N<4/2020 Burkina, Faso, Cameroon, Democratic ~ Falsified antimalarials Chloroquine Required amount of API not
[15] Republic of Congo, France, and Nigeria found
Ne1/2021 Chad Falsified Vitamin A Retinol Falsified drug with low API
[15]
N°6/2021 Uganda, India and Myanmar Falsified COVID-19 (ChAdOx1 nCoV-19 corona Counterfeit drug with wrong
[15] vaccine (COVISHIELD) virus vaccines (recombinant) spelling of the drug product
N©6/2022 Gambia Substandard baby cough Paracetamol phenylephrine HCl  Diethylene glycol and ethylene
[15] and cold syrup and chlorphenamine maleate glycol, more than specified limit
N©7/2022 Indonesia Substandard analgesic and ~ Paracetamol, guaifenesin, and Diethylene glycol and ethylene
[15] antipyretic syrup and drops  chlorphenamine maleate glycol, more than specified limit
N-1/2023 Uzbekistan and Cambodia Substandard analgesic and ~ Paracetamol BP, guaifenesin Unacceptable amounts of
antipyretic syrup and drops  BP, and phenylephrine diethylene glycol and ethylene

[15] .

hydrochloride B glycol
N©°6/2023 Republic of Iraq Substandard analgesic and ~ Paracetamol, and Unacceptable amounts of
[15] antipyretic syrup and drops  chlorphenamine maleate diethylene glycol and ethylene

glycol

N-8/2023 Maldives and Pakistan Substandard antihistaminic ~ Cetirizine Substandard drug with low API
[15]
N-1/2024 Pakistan Falsified DOW USP/EP Propylene Glycol Under dose and substandard

[15]

propylene glycol
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SFM shares for children

m35.4 % Antibiotics

® 12% Pain and Fever Medications
m8.9 % Antimalarials

®3.8% Diabetic Drugs

3% Dietary supplement

3% Allergy Drug

5.3% Cardiac drugs

3% Cancer drugs

25.6% other drugs

Figure 1. Most substandard and falsified medical products.

This narrative review aims to highlight the impacts
and interventions to combat the issues of various classes of
SFM for children in LMICs. It also incorporates the recent
regulatory advancements and the international Pharmacopoeial
harmonization initiatives such as the Pharmacopoeial
Discussion Group (PDG).

METHODS

A comprehensive English literature search was
conducted in this study from 2004 to 2024 through scientific
databases and search engines, such as PubMed, Scopus, Web
of Science, and Science Direct, to find relevant literature using
the words ‘“substandard drug,” “falsified drug,” “pediatric
drugs,” “regulations,” “drug policies,” “low middle-income
countries,” “poor quality drugs,” “low-quality medicines,”
Boolean operators like “AND” and “OR” were used to refine
the literature. To gather thorough information, a search of
grey literature, including numerous public and official reports,
regulatory guidelines, and theses, was included.

Eligibility criteria

The inclusion factors based on the review of pediatric
drugs included substandard and falsified drugs. Additionally,
reviews of studies conducted in other contexts were included
to enhance comprehension of the effects of strategies in
pharmaceutical settings; the inclusion was limited to pediatric
studies published in English. Observational and analytical
research on SFM is included in this review, resulting in a deeper
comprehension of the issues and their solutions.

Studies on herbal remedies, cosmetics, food, and
veterinary drugs were excluded. Additionally, conference
abstracts and those that address the pharmaceutical industries’
audit or inspection results or reports are excluded.

GLOBAL IMPACTS OF SUBSTANDARD AND
FALSIFIED ANTIMALARIAL DRUGS

According to the United Nations Sustainable
Development Goals, everyone has the right to “access safe,
effective, efficient, quality, and cost-effective essential medicines.”
However, the prevalence of substandard, counterfeit, and falsified
medicines hinders this goal. Different countries affected by SFM

are illustrated in Figure 2. Mortality cases were reported from
these nations, with Nigeria reporting the highest rate (64%).
Despite having a committed national regulatory body, such as the
National Agency for Food and Drug Administration and Control
(NAFDAC), Nigeria faces significant challenges in pharmaceutical
quality control [20]. Similarly, in the Democratic Republic of
Congo (DRC), counterfeit and substandard antimalarials contribute
significantly to the country’s highest malaria death rates [21]. In
2015, over 1,000 patients, including children, were hospitalized
due to drug-falsified intoxication. Between 2017 and 2021,
West Africa seized around 605 tonnes of illegally manufactured
counterfeit medical supplies, adding to the region’s economic
burden [22]. In Tanzania, between 2005 and 2015, the government
incurred significant losses due to SFM, with USD 13.65 million for
substandard medicines and USD 149,369 for falsified medicines
[23]. The WHO?’s latest report (2023) states that Africa accounts
for 94% of global malaria cases (246 million) and 95% of malaria
deaths (569,000), with children under five representing 76% of
these deaths. SFM further adds to worsen the scenario [24]. A
WHO study found that up to 90% of antimalarial drugs in Africa
were substandard. Chloroquine is identified as the most common
substandard or falsified antimalarial, with a failure rate of 73%.
Following chloroquine, quinine had a failure rate of 32% [12].
These low-quality drugs are often highlighted on the WHO
website as an alert globally [25]. One such instance was related
to counterfeit antimalarial drugs that were visually identical to the
original but adulterated with starch. They may not cause immediate
toxicity but fail to achieve the desired therapeutic effect [26]. The
identification of inadequate antimalarial compounds increases the
rate of the challenge for poor children and their nations. Poor-quality
antimalarials (PQAs) lead to drug resistance, increased mortality,
and complicated medical treatment. Counterfeit drugs contribute
to treatment failure, reduced adherence, and higher morbidity and
mortality rates within affected populations, undermining public
health efforts [27]. There is an urgent need for the availability of
high-quality antimalarials and strong drug control regulations in
each country [28].

Potential effects of substandard antibiotics

Poor-quality and counterfeit antibiotics for children
can significantly reduce clinical efficacy while increasing
healthcare costs [27]. An infection may remain untreated if
the prescribed antibiotic dose is below the recommended
therapeutic amount, leading to the prescription of a different
broad-spectrum antibiotic, exacerbating antibiotic resistance
[28]. Counterfeit medications, even those with a low
therapeutic index, can contain hazardous contaminants or
excessive amounts of APIs; increasing toxicity can cause the
patient’s condition to worsen rapidly, leading to life-threatening
complications or death, particularly if counterfeit drugs are
not swiftly identified and replaced with effective treatments
[26]. The global antibiotic supply rates are about 17.4% under
SFM [29]. Various study reports from Ghana, Nigeria, and the
United Kingdom highlight the cases of antibiotic tablets that
failed to meet the quality standards set by the United States
Pharmacopoeia [28]. A survey in Bangladesh revealed that
samples of ciprofloxacin and cephadrine contained just 1.5%
and 1% of the specified levels, respectively. Research in the
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Figure 2. Countries affected with substandard and falsified drugs.

Western Pacific Islands found cloxacillin pills containing only
6.9% of the stated amount. Additionally, in India, Azithromycin
pills contained 160% of the indicated amount, while in Kenya,
parenteral ampicillin contained 190% of the specified quantity.
The highest failure rate was seen with sulfamethoxazole-
trimethoprim, followed by tetracycline, ampicillin, amoxicillin,
and ciprofloxacin [29]. As seen in Table 2, there are different
cases of poor-quality antibiotics in LMICs. Studies conducted
in Africa highlight the presence of poor-quality amoxicillin
formulations, which are most commonly prescribed as one of
the economical drugs. One such study from Nairobi reports
that 37.7% of the drugs analyzed failed to comply with the
Pharmacopoeial standards [30]. More importantly, the scenario
is still worse as LMICs do not comply with the WHO Model
List of Essential Medicines for Children [31].

Athorough assessment ofantibiotic effectiveness, safety,
and cost-effectiveness is crucial, especially in regions where
irrational use of medications and substandard drugs exacerbate
health issues. WHO reports that over 50% of medications in
LMICs are incorrectly prescribed, delivered, or sold, leading to
widespread health hazards [32]. The prevalence of substandard
and counterfeit antibiotics significantly contributes to increased
illness and mortality, undermining public health [33].

Consequences of substandard analgesic and antipyretic syrup

Paracetamol (Acetaminophen) is commonly used as
an analgesic and antipyretic for children; it helps to reduce
severe pain and fever when taken with other strong analgesics.
Paracetamol is listed in the essential medicines category by
WHO, but the quality is highly compromised in LMICs [31].
According to a study, paracetamol is the most encountered
SFM in these regions, with the highest consumption rate
of approximately 30 million daily doses, highlighting both

the widespread use of paracetamol and the serious concerns
regarding safety in LMICs [34].

As depicted in Table 1, most WHO alert cases are
related to paracetamol due to the higher concentration of
excipients reported from major LMICs. The excipient up to 2.8
g may be consumed by a patient above, which can prove fatal
[35]. Several instances have been reported in Nigeria where
74% of drugs failed laboratory testing and were not suitable
for consumption [36]. Similarly, in India, drugs like cough
expectorants and sedative agent cases were reported [37]. To
mitigate fatality risk, the Indian Pharmacopoeia (IP) sets limits
on DEG and EG concentration at 0.10% [38]. Consumption
of drug products with a higher range of concentration can be
fatal, causing hypertension, cardiac arrhythmias, pancreatitis,
disturbances in potassium and sodium levels (hyperkalemia
or hyponatremia), and finally, delayed neurological effects
[39]. Much attention was gained when an unexplained acute
kidney injury in children occurred, which had a mortality rate
of 43.9% in Nigeria and 14.4% in the US due to DEG [37].
Table 3 represents the pediatric SFM risk matrix, highlighting
the region and detection complexity to understand SFM threats.
The hope for healing ill children often results in more harm
than good in such a scenario [49]. The strategies for the above-
mentioned issues will be discussed later in this review paper.

REASONS FOR LIMITED ACCESS TO QUALITY
DRUGS AND RISE IN SFM

The limited services provided in an area may be due to
factors including ineffective health systems, lack of competent
professionals, and an increase in the burden of disease [50].
In many LMICs, the manufacturing and distribution of SFM
are hardly illegal [51]. Figures 3 and 4 highlight the distinct
reasons for the rise of SSFFC cases [1]. The survey highlights
that the counterfeiting of pharmaceuticals is aimed at essential
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and more established medications and targets more recent and
new-generation pharmaceuticals [10]. Despite receiving WHO
prequalification, the quality of drugs in LMICs is still influenced
by the country of procurement. Inadequate licensing procedures
and a lack of regular outlet inspections were most probably the
causes of fake and poor-quality drugs [52]. Recently, the WHO
faced significant challenges due to insufficient resources, differing
concerns among member states, conflicts between public health
goals, and the constraints of its member-state-driven governance
structures. Additionally, continuous reforms within the WHO
have further complicated its ability to tackle the issue [53].

017

Stronger political will and concrete action are essential
to ensure that all individuals, regardless of their background
or location. They must have access to safe, effective, and
affordable medicines. Without this commitment, progress in
healthcare will remain uneven, leaving vulnerable populations

without the treatments they need to survive and thrive [54].

STRATEGIES TO INCREASE THE QUALITY OF
MEDICINES FOR CHILDREN

Addressing the issue of SFM requires the active
involvement of child health professionals and stakeholders.

Table 2. Reported cases of antibiotics from LMICs.

Product/drug name Region identified/year API Issues
Amoxycillin DT IP 125 mg 2015/Uganda Amoxycillin Absence of stated API [40]
Amoxyverse 250 m 2017/Democratic Republic ~ Amoxicillin Absence of stated API and sample does not conform to label claim
Metronyl tablets BP of Congo (DR Congo) Metronidazole [41]
Ampiverse 250 mg Ampicillin
Amoxyverse 250 mg 2017/Kenya Amoxicillin
Mirzpan suspension 2017/Pakistan Cefixime Absence of stated API, declared as spurious, unregistered and
100mg/100ml misbranded [42]
Cefixime DT IP 100 mg 2024/India Cifixime The assay and disintegration test does not conform [43]
Amoxycillin DT IP 125 mg Amoxycillin Sample does not conform to IP specification with respect to
uniformity of dispersion and disintegration [43]
Vrizarox 100 DT Cefpodoxime Proxetil Misbranded as the drug labeled is not in proper manner as per IP
[43]
Vithrocin suspension Azithromycin As sample failed with respect to test in pH as per IP [43]
Megapure-TZ IU suspension Ciprofloxacin Hydrochloride ~Sample does not conform to label claim [43]
and Tinidazole
Petsow starnicillin capsule 2025/Africa Ampicillin Counterfeit as the drug labeled is not in proper manner as per the

original code [44]

Table 3. Pediatric SFM risk matrix.

Pharmaceutical Formulation Severity of associated risk ~ Testing complexity Affected regions

Liquid dosage forms

Antibiotics and antimalarials oral suspensions High Medium Nigeria, Bangladesh, and Pakistan [45]
(stability, reconstitution)

Paracetamol and cough syrups High Low Gambia, Uzbekistan, Indonesia, and India
(visual/organoleptic, excipient [25,46]
ID)

. High (requires micronutrient . .

Multivitamin syrups Moderate assay) Southeast Asia and India [47]

Antihistamine syrups Moderate Me.dlum. (HPLC, label Sub-Saharan Africa [48]
verification)

Solid dosage forms

Dispersible tablets Low to Moderate Medium India and Nigeria [47]
(solubility, dissolution)

Antibiotics and antimalarials tablets Moderate High Southeast Asia and Sub-Saharan Africa
(requires sterility, microbial [25,48]
testing)

Iron and folic acid tablets Moderate Medium (active content assay, Bangladesh, India, and Nepal [47]
oxidation test)

Vitamin C and zinc chewable tablets Low Low (organoleptic, label check) ~ LMICs with school nutrition programs [47]
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A global effort is needed to document medicine quality and
monitor effectiveness. Improving the quality of medicines for
children requires cooperation among nations, regulatory bodies,
health ministries, purchasing organizations, and wholesalers.
Additionally, sharing detailed and strengthened information is
crucial to support these efforts [55,56].

Healthcare leadership and governance structure

A well-integrated leadership and management process
is key to enhancing access to medicines by fostering a positive
work environment [1]. Additionally, the law should be well
established with implemented penalties [4] to criminalize and
punish those who deal in SFM for children intentionally or
carelessly [51]. In response to the numerous reported cases of
SFM in Nigeria, the government approved the Counterfeit and
Fake Drugs and Unwholesome Processed Foods Amendment
Bill 2015 in November 2016. This bill imposed more severe
penalties, such as life sentences and significant charges [4]. To
further combat the spread of PQAs, the US President’s Malaria
Initiative collaborates with various domestic and international
partners globally [26]. The global distribution chain and the
extent of the fake drugs racket depend heavily on cross-border
cooperation and alerting neighboring nations by collaborating
with regulatory bodies to address the issue [54,55]. As per
the 2015 Access to Medicine Index Methodology, institutions
should report issues to national authorities and “WHO Rapid

Poor leadership
and system
governance

Improper drug
testing capacity

Limited access
to essential
drugs

Low budget for
medicines

Figure 3. Reasons for rise of SSFFC cases.

Mis use of

Weak supply medicines

chain

The inablitiy to
afford
medications

Ignorance of
public health
Limited needs
access to
quality
medicines

Figure 4. Reasons for limited access to quality medicines.

Alert” to reduce the prevalence of SFM products [56]. The
Regulatory Standards Assistance Program, established under
the USP Convention, offers resources to LMICs to enhance
their ability to test the quality of medicines [26].

Additionally, Attaran recently released a Model Law on
Medicine Crime designed to serve as an adaptable framework for
anation seeking to strengthen its laws regarding SFM. This model
law upholds key principles and includes provisions about online
“pharmacies,” “whistleblowers,” and unregistered medications.
These actions emphasize that governments are giving priority to
the critical issue of SFM as a priority manner [56].

Pharmaceutical supply chain and advanced technology

To reduce the risk of patients receiving SFM, it
is crucial to establish a reliable drug tracking and tracing
system within the supply chain in LMICs [57]. Identifying
the best logistics service provider that has global and local
regulations is essential for improving pharmaceutical access
and ensuring the industry’s growth by reducing the production
and manufacturing of fake drugs [58,59]. According to the 2016
Access to Medicine Index, pharmaceutical companies should
adopt internal verification procedures to minimize risks [60]. A
promising advancement in ensuring drug authenticity is mobile
verification systems, which assign unique product codes to
medicines, enabling consumers to access detailed information
[57]. These systems and technologies that improve packaging
security strengthen the entire supply chain. While effective,
some systems may not be feasible for many LMICs due to
costs. For instance, cost-effective technologies like color-shift
inks and holograms allow consumers to verify packaging
authenticity [2].

In India, the technique has come into widespread use
in the pharmaceutical sector, with holograms appearing on
packaging materials for both Indian and export markets.

In addition, 2D Data Matrix code-based technologies
are increasingly applied when dispensing to detect counterfeit
drugs [5]. Radio-frequency identification (RFID) and barcodes
also help track products in point-of-sale systems, coupled with
cell phones, and hold immense potential for enhancing supply
chain management [2]. RFID tags are passive transmitters
attached to bottles of medicines, providing near-permanent
tracking [61]. In 2023, government-recognized blockchain
technology proved to be a system that assisted the FDA in
verifying data, allowing for transparent tracking of drug
distribution [6]. This technology prevents unauthorized drugs
from entering the supply chain and offers a secure tracking and
tracing system [62]. Organisations such as Pfizer, Amgen, and
Sanofi have made investments in blockchain to enhance drug
testing, transparency, and commercialization [6]. Blockchain
deployment, as effective as it may be in enhancing supply chain
transparency, requires strong digital infrastructure, cooperation
from stakeholders, and ongoing financial investment, which can
be unaffordable in resource-limited environments in LMICs
[48,63].

Thus, these technologies are promising; their existing
scalability and usability in LMICs must be thoroughly assessed
and preferably tested through donor-funded or public—private
ventures before large-scale adoption.
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The Medicines Quality Database also tracks drugs that
are being tested for quality in various regions, such as South
America, Asia, and Africa [51]. Agencies such as the Bill &
Melinda Gates Foundation, UNICEF, and the Global Fund are
backing innovative technologies for product traceability and
are supporting LMICs [64]. Electrochemical sensors, such as
paper-based analytical devices (ePADs), have emerged as a
major force in identifying SFM, providing a cost-effective tool
for detecting harmful medications [34,65].

An anti-counterfeiting technology like 3D screen
printing (3DSP) provides greater security and offers promising
avenues to increase the quality of medicines. Additionally,
supported by international organizations, 3DSP can produce
concealed features in oral drug products that are hard to copy
using conventional techniques [66]. It also promises to deliver
personalized low-dose drugs for children, enhance the supply
chain, and lower the risk of counterfeiting [67], but it is not
cost-effective for LMICs as they require capital investment in
equipment, skilled staff and regulations [66]. Owing to these
factors 3DSP are generally underdeveloped in LMICs [67]. In
addition, regulatory mechanisms for the approval of 3D-printed
medicines are yet to evolve even in developed nations,
which adds further difficulties for LMICs [68]. The absence
of guidelines for 3D-printed pharmaceuticals highlights the
immediate need for broad regulatory requirements to guarantee
safety, potency, and quality [69].

Pharmaceutical cost-effective analysis

The number of pharmaceutical screening equipment
is increasing, focusing on cost-effective methods for detecting
inferior and counterfeit medicines [70]. Physical profiling, such
as mass, thickness, and color, is an initial and cost-effective
step. Digital micrometers and analytical balances are used
for mass and dimensions, while a colorimeter helps assess
tablet color compared to genuine ones [71]. Nondestructive
technologies such as Raman spectroscopy, near-infrared (NIR)
spectroscopy, X-ray diffraction, and nuclear magnetic resonance
spectroscopy are used for identifying APIs and excipients in
tablets [72]. Furthermore, dynamic thermal analysis is another
quick, affordable method for distinguishing between genuine
and counterfeit tablets. It requires minimal equipment and
sample preparation, with thermokinetic properties evaluated
in the temperature range of 60°C-22.2°C, distinguishing
manufacturing differences and drug compositions [73]. A study
in Laos evaluated portable screening devices such as handheld
NIR, Raman, and FTIR spectrometers, as well as paper analytical
devices, finding that devices like MicroPHAZIR RX and 4500a
FTIR were cost-effective for detecting counterfeit artemisinin-
based combination therapies (ACTs) [70]. Additionally,
Portable NIR devices were found to have less than 6% error for
screening ACT, antiretroviral therapy, and tuberculosis therapy
[74].

Global Pharma Health Fund minilab

The Global Pharma Health Fund (GPHF), based in
Frankfurt, funded by Merck KGaA Darmstadt, provides the
GPHF-Minilab™ at a reasonable price for the verification
of the quality of medicines in LMICs. This device has been

used for more than 25 years and assists over 100 countries
with little training involved [72]. The minilab uses thin-layer
chromatography (TLC), an inexpensive method that accurately
detects SFM. The GPHF-minilab was employed by African
and Asian local organizations to screen branded and generic
medicines. Physical inspection, color reaction testing, TLC
assays, and disintegration tests in solid oral drug forms part
of the process [75]. This method has been found to be highly
effective for the evaluation of antimalarial drugs in a resource-
constrained environment [71]. If significant quality issues are
identified, samples are shipped out for confirmatory analysis.
Integration of the minilab with other technologies such as
NIR or Raman spectroscopy and high-performance liquid
chromatography (HPLC) would make it more effective [76].
The GPHF-minilab has been extensively employed in nations
such as Ethiopia, Indonesia, Ghana, and Vietnam owing to its
affordability and simplicity to use, and thus used as a sound
screening for drug quality [73].

Pharmaceutical education system, training, and support

The aim of education and training is to enhance
the important role of chemists in the pharmaceutical and
healthcare network [77] towards preventing the distribution
of SFM in the community [78]. Pharmacists are educated to
identify counterfeit and substandard drug products and to warn
the relevant authorities of the varied sources of these drugs.
However, studies show a lower perception of the effectiveness
of training in SFM, particularly regarding its impact on
individual pharmacists’ practices and skills [75]. Despite this, it
is highly skilled pharmacists who are needed to rapidly identify
and report suspicious pharmaceutical products to regulatory
authorities. Their expertise is vital for developing tools and
frameworks to enhance the monitoring of pharmaceutical
supply chains, contributing to better oversight and safety [79].
The result of a knowledge, attitude, and practice survey that
took place at the Iranian Pharmacist Association congress
showed a significant knowledge gap amongst pharmacists
about counterfeit medications. The results stress the need for
creating and implementing specific educational programs [78].
Similarly, a study conducted in Nigeria found that pharmacists
with less than 5 years of experience struggled to manage
counterfeit medications due to their limited exposure and lack
of practical training during their professional development
[52]. The American Pharmacists Association has emphasized
the need for continuous updates in the knowledge and skills
of the pharmacist is a need [80]. In response, the WHO and
the International Pharmaceutical Federation worked with pilot
universities to create an undergraduate pharmacy course on
medication quality that the European Commission financed
between 2019 and 2021 [70]. Professional experts and regulatory
agencies can successfully implement this recommendation
by emphasizing the participation of pharmacy schools and
professionals in academics towards the conduct of refresher
courses and upgrading their knowledge [75].

Furthermore, chemists must work closely with
patients and other medical professionals to provide necessary
information and highlight the risk factors associated with SFM
[81]. In partnership with the International Intellectual Property
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Crime Investigators College, the international police (Interpol)
offers webinars and online training programs addressing
the criminal activities of fraudulent and fake drug products
[65]. Additionally, the Regional Council of Pharmacy of Sao
Paulo has implemented initiatives to regulate the actions of
every pharmacist, providing a contact number and email
address for reporting information about SFM, pharmacies,
or organizations involved in selling such products [25]. A
chemist with the right skills, education, and experience can
offer essential primary care services to children and infants
and advice on the quality of medications for treating chronic
conditions, which require a high degree of skill and close
patient interaction [82].

Raising public awareness: mode and system

Public education campaigns are essential for raising
awareness about the dangers of SFM. Access to information
should be extended to all stakeholders, including pediatricians,
infant nurses, and others involved in child healthcare, to
highlight the potential risks [28]. Pharmaceutical industries
and various regulatory and global bodies are making efforts
to combat the issue; WHO: As a global alert, WHO regularly
publishes the various classes of SFM on their websites, focusing
on expediting the identification and prevention of the spread
of SFM by facilitating prompt and coordinated responses
across national borders. Details about particular events and
the associated health risks are also shared. As an outcome,
such transparency enhances global vigilance, improves risk
communication among stakeholders, and strengthens regulatory
action against the distribution and use of SFM [16].

CDSCO: A “Whistleblower scheme” was introduced
to report SFM cases. Additionally, they release a monthly
list on their official website, providing detailed information
accessible to the public [82]. This alert system ensures that
only the best goods are supplied to the market by preventing
the sale and distribution of SFM. It also serves as a reminder of
the pharmaceutical industry’s requirement for stringent quality
control. Patients, consumers, and healthcare professionals must
stay updated on drug safety alerts to ensure that only safe and
effective medications are used. Manufacturers may contribute
to restoring consumer confidence in their goods and improving
patient outcomes by resolving the issues that have been
identified [83].

ANVISA: They have initiated a report on the labeling
and batch number of falsified medicines in the Brazilian Official
Diary of the Union, resulting in strengthened safeguards, such
as improved inspection procedures and labeling standards, to
guarantee the safety and quality of medications [26].

NAFDAC: In Nigeria, “Operation Shine Your Eyes”
was established to educate the public about the hazards of
SFM, leading to a significant change in consumer behavior,
with customers routinely requesting the NAFDAC registration
number as proof of a medicine’s authenticity and quality [4].

Pharmaceutical companies like Pfizer have launched
a campaign to identify, dissuade, and discourage manufacturers
and distributors involved in producing and distributing
counterfeit Pfizer medicine. Over 12 million tablets of
counterfeit Pfizer medications were seized by police in 49

countries in 2017. To make the public aware that the seized
products come under the category of SFM, Pfizer Global
Security has increased the number of raids to safeguard the
authenticity of its drug products [84].

According to a Tanzanian Health and Safety
Department study on public knowledge and counterfeit drug
detection, 55.6% of participants could tell the difference
between real and fake medications after the awareness and
education program [85]. Additionally, a study in Egypt reported
that pharmacists actively support the efforts to combat SFM by
purchasing medications from approved sources, indicating the
importance of education and awareness campaigns [86].

Despite these efforts, there is still a need for training
and programs in LMICs to strengthen the capacity of medical
professionals and pharmacists.

Global organizations and funds

Numerous organizations and funds are dedicated to
focusing on various fronts, from essential health services to
education for children. WHO has developed its investigation
against counterfeit medications to the UN Office of Drugs
and Crime and Interpol to address the issue and bridge
the policy gap [53]. Also, The World Wide Antimalarial
Resistance Network has created the Antimalarial Quality
Literature Surveyor to improve the understanding of the
existing evidence and clarify data to inform public health [9].
Children’s Investment Fund Foundation is one of the major
philanthropic foundations with a goal to achieve high-impact
sectors like health, education, and child protection to make
long-term change. By collaborating with other organizations
like governments, NGOs, and other stakeholders, they enhance
the availability of quality education and improve health for
children. Similarly, the International Medical Products Anti-
Counterfeiting Taskforce established by the WHO seeks to
protect public health through the prevention of production,
distribution, and sale of counterfeit products [26]. Following
a resolution endorsed by WHO Member States, a uniform
framework was established, initiating the WHO/Health Action
International Project on Medicine Prices and Availability.
The project aims to contribute towards the accomplishment
of target 17 of the Millennium Development Goals, with
emphasis on collaborating with pharmaceutical organizations
to provide access to affordable, essential medicines in LMICs
[87]. The Global Malaria Programme leads and coordinates
for malaria elimination. It operates in line with the “Global
Technical Strategy for Malaria 2016-2030,” adopted by the
World Health Assembly, thus decreasing the malaria burden
globally and the incidence of SFM among children [88]. In
2022, the WHO-hosted multistakeholder initiative, the Global
Accelerator for Pediatric Formulations, expanded its target
medicines to include antibiotics. This step came in response
to the urgent demand for pediatric formulations of crucial
antibiotics. In March 2023, the network stepped forward by
publishing its priority list of antibiotics towards pediatric
medicine optimization. The list mentions major medicines
such as oral azithromycin, amoxicillin—clavulanic acid,
nitrofurantoin, and parenteral cefiderocol, which is a major
step towards better medications for children globally [89].
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Other initiatives

Several countries have pursued extra measures to
counter SFM. For instance, the NAFDAC has implemented
strong security measures to assist in port inspection and address
operational interference [26]. Similarly, China’s National
Institute for the Control of Pharmaceutical and Biological
Products created a mobile laboratory quality assessment
system. The activity was implemented to conduct onsite testing
of quality and extend pharmaceutical drug surveillance to
remote rural regions, thus expanding the monitoring scope for
SFM [90].

Adherence to strict regulations and compliance
with Good Manufacturing Practices (GMPs) are essential
to ensuring the production of high-quality medicines, a key
component in achieving Universal Health Coverage (UHC),
which is particularly important for Kenya, which has set a target
to attain UHC by 2030 [28]. Furthermore, regional initiatives
to harmonize pharmaceutical regulations have successfully
contributed to regulatory improvements. With the DRC joining
the East African Community (EAC) in 2022, there is growing
optimism that the country will benefit from the ongoing progress
of the EAC Regulatory Harmonization initiative [89].

Similarly, in India, during the latest revision of IP
monographs, the associated method from other pharmacopoeias
was also considered. To avoid and prevent EG/DEG substandard
issues, revisions recommend limiting the levels of EG and
DEG to <0.10% and adding EG/DEG tests to identification
procedures. Currently, manufacturers are required to estimate
EG/DEG during production and transfers. cGMP Guidelines
also require identification testing of representative samples
from each shipment before use [43].

As a response to the numerous incidences involving
substandard and spurious drugs around the world, regulatory
bodies have proactively moved to improve drug safety and
avoid such events in the future. An example of such efforts
is the coordination between the United States, Japanese, and
European Pharmacopoeias under the PDG, which have played
an important role in developing the harmonization of general
chapters and compendial monographs concerning excipients
[91].

LIMITATIONS OF THE STUDY

The main drawback of this review lies in the formal
selection of the included studies. Additionally, in several
instances, only a few interventions were reported, which lack
a firm conclusion. Furthermore, we only considered English-
language studies, which might have resulted in the exclusion of
pertinent papers written in other languages.

A robust methodological framework is needed,
like systematic reviews, considering better study criteria and
outcomes.

FUTURE PROSPECTS

A multifaceted, evolutionary approach involving
ongoing training, supervision initiatives, and the involvement
of numerous stakeholders is necessary to find a solution to this
“wicked problem,” as law enforcement measures alone are
insufficient. The prequalification methods of pharmaceutical

goods and their producers must be adopted in procuring medicines
by commercial, nonprofit, and public entities. To enhance
the coverage of all geographic regions, an optimal approach
for assessing the health, social, and economic effects of SFM
should be developed and maintained. More information should
be acquired to estimate the costs of implementing regulations,
quality assurance, and education to lessen the SFM effects on
children’s health and finances in all the major LMICs. Although a
total solution is unlikely to disappear entirely, children’s risk can
be reduced through collaboration and professional and national
commitment, which needs global support. Similarly, deficiencies
in pharmacists’ ability to recognize poor-quality medications can
be addressed by strengthening pharmacy education programs
offered by various educational institutions and through ongoing
professional development. Additionally, two key innovative
solutions are proposed; first is the development of Global
Pediatric Drug Quality Index, that aims to rank countries based
on the regulatory effectiveness, testing capability, and incident
reporting mechanisms for pediatric drugs, helping to identify
gaps, encourage responsibility, and guide global efforts to
enhance medicine safety and quality for children, particularly in
LMICs. Second, the implementation of Zero-Tolerance Supply
Chain Protocol integrating blockchain technology, minilabs, and
community surveillance to enhance supply chain transparency
and prevent the spread of substandard and falsified pediatric
drugs. Ultimately, achieving safe and quality medicines is
possible through unified action, and the victory is achievable for
all children who rely on medications for their well-being.

CONCLUSION

In conclusion, this review highlights the WHO alerts
and cases of compromised quality of antibiotics that cause a
serious threat to global health, especially for vulnerable groups
like children, due to the widespread use of SFM in LMICs.
Antibiotic effectiveness, safety, and cost-effectiveness are
crucial for pediatric exacerbating antibiotic resistance. The
commonly used medicines, such as analgesics and antipyretics
for children, proved fatal due to exceeding the limit of DEG and
EG concentration. Several global instances of the same were
reported.

Well-established healthcare leadership and governance
were established, and a Model Law on Medicine Crime was
signed for a nation seeking to strengthen its laws on SFM.
Technology like tracking and tracing systems within the supply
chain and anti-counterfeiting technologies like 3DSP offer a
higher level of protection, but are not cost-effective.

However, cost-effective pharmaceutical analyses
are discussed as an intervention for monitoring the quality of
the marketed products, including the Frankfurt-based GPHF
minilab, which precisely identifies SFM as being widely used
in many countries for reliable and quality drug screening. In
addition, public education and awareness campaigns, numerous
global organizations, and dedicated funds. Finally, other
initiatives like the mobile laboratory quality inspection, UHC
policy for all, and harmonizing pharmaceutical regulations
shall benefit from the ongoing issues. Significant obstacles
include regulatory frameworks, poor healthcare infrastructure,
and restricted access to high-quality medications that continue
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to exist despite continuous international attempts to address
this problem. Therefore, collaborating with nongovernmental
organizations, national drug regulatory authorities, and key
stakeholders presents a promising strategy for advancing the
Sustainable Development Goal of ensuring access to quality
medicines. Achieving this goal would be a significant step in
safeguarding the health and well-being of all children who
depend on essential medications.
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